NudopmannonHas naMaTKa A5 00y4alOIMXCH ISl pa3MelleHus Ha
opunuanbubIX UHTEpHET-pEcypcax

C kaxaplM TOJOM MOJIOACKH B HWHTEPHETE CTAHOBUTHCS OOJbIIE, a
IIKOJIBHUKU OJHU M3 CaMbIX AaKTHUBHBIX Nojab30Barenerd PyHera. Mexay tewm,
MIOMHUMO OTPOMHOTO KOJIMYECTBAa BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
OTa naMsATKa OO KHA MOMOYb TeOe 0e30IacHO HAXOAUTHCS B CETH.

KoMmnbroTepHbie BUPYCHI

KOMHBIOTepHBIﬁ BHPYC — 3TO PA3HOBUIHOCTH KOMIIBIOTCPHBIX IIPOrpaMm,
OTJINYHUTEIILHON 0COOEHHOCTHIO KOTOpOﬁ SIBJISIETCS CITOCOOHOCTB K PAa3MHOKCHHUIO.

B pononHeHne k 3TOMY, BUPYCBI MOTYT IOBPEIWUTh WM TOJHOCTHIO
YHUUTOXHUTH Bce (aillibl U JaHHBIE, MOJAKOHTPOJIbHBIE TOJIb30BATENI0, OT UMEHH
KOTOpOro ObuIa 3alylieHa 3apaxEHHasi mMporpaMMa, a TakkKe MOBPEAUTb WM JJaxKe
YHUUTOXXHUTH ONEPAMOHHYI0O CHUCTEMY CO BceMu (Qaiinamu B 1enoM. B
OOJIBIIMHCTBE CIIy4aeB PACIPOCTPAHSIIOTCS BUPYCHI Yepe3 HHTEPHET.

MCTO}II)I 3allIUThI OT BPCAOHOCHBIX ITPOrpaMM:

1. Hcnonb3yit cOBpeMEHHbIE ONEPAMOHHBIE CUCTEMbI, UMEIOIUE CEPbE3IHBIM
YPOBEHbB 3aIlUTHI OT BPEJJOHOCHBIX MTPOTPaMM;

2. IlocTossHHO  ycTaHaBnuBail mautd (UUQpPOBBIE  3aljJaTKU, KOTOpPbHIE
ABTOMATHUYECKU YCTAaHABIMBAIOTCS C LENbI0 JOpaOTKH MPOrpaMmbl) |
Ipyrue oOOHOBJIEHHS CBOEH omnepallMoHHOM cucTeMbl. CKaunBaiil UX TOJBKO C
opunuanbHoro canra paspaborunka OC. Ecam cymecTByeT pexum
aBTOMAaTHUYE€CKOTO OOHOBJICHHUS, BKIIOUH €T0;

3. PaGoraii Ha cBoeM KOMIBIOTEpE II0J] IpaBaMH IIOJb30BaTeNIs, a HE
aIMUHUCTPATOPa. ITO HE TIO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTPaMM
WHCTAJTUPOBATHCS HA TBOEM MEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnons3yid  aHTHBUPYCHBIE  MPOTPAMMHBIE  TMPOAYKTHI ~ HM3BECTHBIX

IIPOU3BOUTENIEH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

Orpannyb GU3HYECKUHN JOCTYI K KOMITBIOTEPY JJI TIOCTOPOHHUX JIUIL;

6. Wcmonp3yil BHENTHUE HOCUTENW WH(MOpPMAIMK, TaKue Kak (prienka, TuCK Uit
daiin u3 uHTEpHETa, TOJIBKO U3 MPOdEePEHHBIX UCTOUHUKOB;

7. He oTkpwiBaii KOMIBIOTEpHBIE (DaWIIBl, TMOTYYEHHBIE W3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxe Te (ailnbl, KOTOpble MpUCHal TBOM 3HAKOMBIN. Jlydiie
YTOYHU Y HET0, OTTIPABIISLI JIM OH TeOE HX.
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Cern WI-FI

Wi-Fi - 310 He BuI nepefadn JaHHBIX, HE TEXHOJIOTHUs, a BCETO JIMIIb OpeHI,
Mapka. Eme B 1991 roay Huaepnanickass KOMIIaHMs 3aperucTpupoBalia OpeH
«WECA», urto o0o3nauano cnoBocouetanue «Wireless Fidelity», xoTopsrit
MEPEBOJUTCA KaK «0eCpOBOAHAS TOYHOCTDY.



Jlo Hailero BpeMeHHM Jlo1uia Apyras abopeBuarypa, KOTopast BJIsSETCs TaKOu
xKe TexHonorued. Oto abOpeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO AaHO C
HAMEKOM Ha CTaHAAapT BBICIIMKA 3ByKoBOW TexHuku Hi-Fi, uro B mepeBoxe
O3HAYAET «BBICOKASI TOUHOCTh.

Jla, GecriaTHBINM MHTEPHET-AOCTYI B Kade, OTeNsIX U adpornoprax sBISETCS
OTJINYHOM BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. Ho MHOrMe sKCHepThl CUUTAIOT,
yTo obmeaoctynubie Wi-Fi ceTu He sSBIsAOTCS 0€30MacHbIMHU.

CoBeThbl 10 Oe30macHOCTH paboTe B 001Ie10CcTyMHBIX ceTsax Wi-fi:

1. He nepenaBaii cBOI JHYHYIO HH(pOpMaIH0 depe3 obrieaoctynHbie Wi-Fi
cetu. Paboras B HUX, JKelaTeIbHO HE BBOJAUTH MApOJIA JIOCTYMA, JOTUHBI U
KaKue-TO HOMEpa;

2. Ucnonb3yil 1 OOHOBISII aHTUBHPYCHBIE MporpamMmbl U Opanamayep. Tem
CaMbIM ThI 00€30TacHIb ce0sl OT 3aKaYKU BUPYCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkimtoun ¢pynkuuto «O0mui goctyn K daitnam
u npuHTepam». JlaHHas (QYHKIMA 3aKpeITa 1O YMOJYAHUIO, OJHAKO
HEKOTOPBIC TOJIb30BATENIM aAKTUBUPYIOT €€ JUIS yI00CTBa MCIOJb30BAHUS B
paboTte wim yueoe;

4. He wucnonp3yit nyomuunbii WI-FI s mepemaum JWYHBIX JTaHHBIX,
HAIpUMep JUTsl BBIXO/1a B COIMATBHBIE CETH WJIU B DJIEKTPOHHYIO TIOUTY;

5. HNnonwp3yi# Tonpko 3amuiieHHoe coeaunenne yepes HTTPS, a ne HTTP, T.e.
pu Habope BeO-apeca BBOAM UMEHHO «https://»;

6. B MoOunpHOM Tenedone otkiaroun (pyHkmuoo «lloakmouenne k Wi-Fi
apTomaruyeckn». He  momyckail — aBTOMAaTHYECKOTO  MOJKIHOYEHUS
ycTpoiicTBa k cetsiMm Wi-Fi 6e3 TBoero cornacusi.

ConmaJibHbBIE CeTH

ConuanbHpIe CETH aKTUBHO BXOJST B HAIly KW3Hb, MHOTHE JIFOIH PaboTal0T
1 KMBYT TaM ITOCTOSTHHO, a B Facebook y»ke 3apeructpupoBan MUJIHAp,1 YEIIOBEK,
YTO SABJISIETCS OJTHOU CEIBMOM BCEX KUTEJIEH IIJIAHETEL.

MHorue noab30BaTeNIn HE IIOHUMArOT, 4TO I/IH(bOpMaI_II/IH, pasMCIICHHAA UMHA
B COIHNAJIBHBIX CCTAX, MOXKCT OBITH HaﬁneHa H HUCIIOJIB30BaHAa KCM YIroaHo, B TOM
yuclie He 00s3aTeJIbHO ¢ OJaruMu HaMCPCHUSAMMU.

OCHOBHBIE COBETHI IT0 0€301IaCHOCTH B COIIMAJIBbHBIX CCTAX:

1. Orpanunub cnucok Apy3eil. Y 1e0s B Apy3bsiX HE JOJIKHO OBITh CIIyYalHBIX U
HE3HAKOMBIX JIFOICH;

2. 3amminai CBOIO YaCTHYIO KW3HB. He yka3biBait maponu, TenedoHsl, aapeca,
JaTy  TBOEr0  POXJIEGHUS W JPYryl0  JIMYHYIO  HHPOPMAIHUIO.
3II0yMBIIJICHHUKA MOTYT MCIIOJIb30BaTh Jake HHPOPMAIUIO O TOM, KaK Thl
Y TBOU POJIMTEIIH IJIAHUPYETE MPOBECTU KAHUKYJIbI;



3. 3amuirail CBOIO pemyTaIuio - Jep>KU €€ B UUCTOTE U 3ajaBail cebe BOmpoc:
XOTeNn ObI ThI, YTOOBI APYTHE MOIB30BATENN BHUJIEIH, YTO ThI 3arpy’Kaeib?
[Tomymaii, mpesxe 4eM 4To-TO OIMyOJIMKOBATh, HAMMMCATH U 3aTPy3UTh;

4. Ecnu THI TOBOPHING C JIOABMH, KOTOPBIX HE 3HACIlb, HE HCIONB3YH CBOE
pealbHOEe UMS M JPYTYIO JINYHYIO WHGOpPMAILMU: MM, MECTO >KUTEIbCTBA,
MeCTO y4eObl U IIpoyee;

5. Us6erait pasmemenust pororpaduii B UnTepHere, re Thl M300pa)keH Ha
MECTHOCTH, 110 KOTOPOH MOYKHO OTPECIUTh TBOE MECTOIOI0XKECHHE;

6. Ilpu peructpanuu B COIMAIBLHON ceTH HEOOXOIMMO HUCIIOIB30BATh CIOXKHBIE
HapoJiv, COCTOSIIIKE U3 OYKB U UG U C KOJTHMYECTBOM 3HAKOB HE MEHee §;

7. JIns conualibHOM CEeTH, MOYTHI U JPYTHX CAWTOB HEOOXOAMMO HCIOJIb30BaTh
paszubie mapoau. Toraa eciu TeOs B3IOMAIOT, TO 3JI0YMBIIIJICHHUKH TOTy4aT
JOCTYTI TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBbIE IEHbI'U

DNEeKTPOHHBIE JIGHBI'W — A3TO OYCHb YAOOHBINA CIOCOO TIaTexeH, OJaHaKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JCHBIH.

9H€KTpOHHBI€ ACHBI'M IIOABHJIMCH COBCEM HECAABHO U MMCHHO H3-3d4 3TOT'O BO
MHOT'HUX I'oCyaapCTBax A0 CUX ITIOP HE MMPOIMHCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe oHU (QYHKITMOHUPYIOT U O HUX YXKE MPOIKUCAHO B 3aKOHE, TIC
UX pa3JelIIIOT Ha HECKOJIBKO BHJIOB — aHOHMMHBIC M HE aHOHWMHBIC. Pa3HuIa B
TOM, YTO aHOHHMHBIC - 3TO T€, B KOTOPBIX pa3periacTcs MPOBOJIUTH orepaluu 0e3
UACHTH(UKALINK T10JIb30BaTENIsA, 2 B HCAHOHUMHBIX HJCHTU(UKAIIMHU TTOJIH30BaTEIIS
SIBJISIETCS 00513aTEIbHOIA.

Taxxe crenyer pasznuyaTh dJICKTPOHHBIE (QUaTHBIE JCHBIM (PaBHBI
rOCYy/IapCTBEHHBIM BaJlIOTaM) M JJIEKTPOHHBIE HE(pUATHBIC JIEHBIU (HE DPaBHBI
rOCYJapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHOI paboTe C PIECKTPOHHBIMU JACHBIAMH:

1. TpuBsixu K cueTy MOOWIBHBINA TelnedOH. ITO caMblii yIOOHBIN U OBICTPHII
croco0 BOCCTaHOBHUTH NOCTYM K cueTy. [IpuBs3aHHBIN TenedOoH MOMOXKET,
ecnu 3a0yjaelib CBOM TIUIATEKHBIM TMapojb WM 3alellb Ha CalT ¢
HE3HAKOMOTI'O YCTPOWCTBA;

2. Ucnonp3yit omHopa3oBeie maponw. [locme mepexoma HAa  YCHUICHHYIO
aBTOpu3alMilo0 TebOe Yyxke He OyIeT Yrpokarb ONACHOCTh KpPaXKH WU
nepexBaTa IIaTeKHOTO Mapois;

3. Beibepu cmoxsbpiii maponb. [IpectymHumkam Oymer HE MPOCTO yraaaTh
CIOXHBIN mapoiib. HagexHble maponm — 3TO Mapoiu, KOTOPbIE CONEPKAT
HE MEHee 8 3HAKOB M BKJIOYAIOT B ce€0sl CTPOYHBIE U MPOIHUCHBIE OYKBBI,
udpbel M HECKOJIbKO CHUMBOJIOB, TakKh€ Kak 3HaK Joiuiapa, (QyHTa,
BOCKJIMIIATEIBHBIN 3HaK U T.11. Hanpumep, $tROng!;;



4.

He BBOJH CBOH JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBLIM HE JOBCPACIID.

JJIEKTPOHHAS MOYTA

SHGKTpOHHaSI mo4YTa — 3TO TCXHOJOI'UA U IMPEAOCTABIACMBIC CIO YCIIYI'H 110

MEPECHUIKE U MOJYYEHUIO IEKTPOHHBIX COOOUIEHUHN, KOTOPBIE paclpelesiioTCs B
KOMIIBIOTEPHOU CETH.

OOGBIYHO AJEKTPOHHBIN MOYTOBBIM SIIUK BBITJISIUT CICIYIOMIUM OOpa3oM:

UMS_TI0JIb30BaTeNISI(@WUMS_JIOMEHa.

Taxke KpomMe Tepenadd MPOCTOTO TEKCTa, WMEETCS] BO3MOXKHOCTH IEpE/IaBaTh
(aitbl.

OcHOBHBIE COBETHI IO O€30MacHOM paboTe C AIEKTPOHHON MOYTOM:

1.

Hano BbIOpath mpaBWiIBHBIM MOYTOBBIA cepBUC. B wuHTEpHETE ecTh
OTPOMHBI BBIOOp OECIIATHBIX TOYTOBBIX CEPBHUCOB, OJHAKO JIy4YIle
JOBEPSTH TEM, KOTO 3HACIIIb U KTO MEPBbIA B PEUTUHIE;

He ykaszpiBaii B nuuHOM moute jguuHyro nH@opmanuto. Hampumep, myurie
BBIOPATh «MY3BbIKaTbHBIN (haHaT@» min «pok2013» BMecTo «reMal3»;
Hcnonp3yii IBYyXATalHYI0 aBTOPU3ALMIO. DTO KOI/1a TOMUMO MAapoJisl HY>KHO
BBOJIUTH KOJI, MPUCHUIAEMbIN 110 SMS;

Bri6epu ciioxHbIi maposb. [ KaXKI0ro MmoYTOBOTO SIMIMKA JOJDKEH OBIThH
CBOM HAJICKHBI, YCTOMYHUBBINA K B3JIOMY NIapOJIb;

Ecnu ectp BO3MOXHOCTH HamucaTb CaMOMY CBOM JIMYHBIA BOIIPOC,
HCIOJIB3YH 3TY BO3MOKHOCTb;

Hcnonb3yii HECKOJBKO TIOYTOBBIX AMIMKOB. [lepBbli 118 4acTHOWM
NEPENUCKN C aJpecaTaMH, KOTOPBIM Tbhl JOBEpPSCHIb. IJTO SJIEKTPOHHBIN
aZipec He HAJI0 UCIIOIb30BATh IPU PErHCTpPalMK Ha (popyMax U caiTax;

He otkpeiBaii ¢aiinel U Apyrue BIOKECHHS B MHUChbMax JaXe €CIU OHU
NPUIILTN OT TBOUX Jpy3eil. JIydine yTouHu y HUX, OTIIPABIISIN U OHU Tebe
9TH (pailibl;

[locne oxoHYaHust pabOTHI HAa TOYTOBOM CEPBHUCE TEpe]] 3aKPhITHEM
BKJIQJIKH C CAUTOM HE 3a0y/lb HA)KaTh Ha « BBIATHY.

Ku6epOysIMHT MM BUPTYyaJbHOE M31€BaTebCTBO

KubepOymumHr —  mpecieioBaHHEe  COOOIICHHSMH,  COJSPKAITUMU

OCKOpOIeHMS, arpeccuro, 3aIyTUBaHHUE; XYyJINTAHCTBO; COLIMAJIBHOE
OOWKOTHPOBAHUE C TIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHbIE COBETHI 110 OOpHOE ¢ KNOEPOYIITMHTOM

1.

He Opocatics B Ooii. Jlydmmii crioco6: mocoBEeTOBaThCS Kak ceOs BECTH H,
€CJIM HET TOTO, K KOMY MOYKHO OOpaTUTHCS, TO BHAYase YCIIOKOUThCS. Ecmun



Thl HaYHEIIb OTBEYATh OCKOPOJEHUSMU Ha OCKOPOJEHHS, TO TOJBKO €LIe

00JIbIIIE pa30AOKEIIb KOH(IIHUKT;

VYnpasistii cBoell kubeppenyranuei;

3. AHOHUMHOCTH B ceTd MHMMasl. CyIIecTBYIOT CIOCOOBI BBIACHUTh, KTO CTOUT
3a QaHOHUMHBIM aKKayHTOM;

4. He crouT BecTHM XyJIMIraHCKUH o00pa3 BUPTyaJdbHOM >xu3HU. MHTepHer

(¢uKcUpyeT Bce TBOM JIEUCTBUS U COXpAHIET UX. Y IaJuTh UX OyAeT KpaliHe

3aTPYyIHUTEIBHO;

Co0uronaii cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupyii eauHuuHblii  HeratuB. OJHOpa3OBbIE  OCKOPOHUTENbHbBIE
coOO0IIeHHs Jyyllle UrHOpupoBaTh. OOBIYHO arpeccus NpeKpamlaercs Ha
HayaJIbHOU CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOILEHUSMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOKHOCTh OJIOKUPOBKU OTIPABKHU COOOIICHHI C
OIPEIEIICHHBIX aJIPECOB;

8. Ecam Tbl cBuuerens kuOepOysivHra. TBOW JEMCTBHUS: BBICTYNHUTH NMPOTHB
peciaenoBarens, I0Ka3aTb €My, 4YTO €ro JCHUCTBUS  OLEHHUBAIOTCS
HETraTUBHO, NOAAEPXKAaThb KEPTBY, KOTOPOM HYyXHa IICUXOJOrHYecKas
MOMOII[b, COOOIIUTH B3POCIBIM O (DaKTe arpeCCUBHOTO TTOBEICHHUS B CETH.
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MobouiabHbIi TeaedoH

CoBpemeHnHble cMapT(OHBI U TUTAHIIIETHI COJEPKAT B ceOe BIOJHE B3POCIbIT
(GyHKIIMOHANI, W TeNepb OHU MOTYT KOHKYpHUPOBaTh CO CTallHOHAPHBIMU
KommbloTepaMu. OIHAKO, CPENICTB 3aIUTHI JIJIsl MOJOOHBIX YCTPOMCTB MOKA OYEHb
MaJo.

TectupoBaHne W TIOMCK YA3BUMOCTEM B HHUX IMPOUCXOAUT HE TakK
uHTEeHCUBHO, Kak i [1K, To jke camoe kacaeTcss 1 MOOMIIBHBIX MTPUIIOKCHUH.

CoBpemMeHHBIE MOOWJIbHBIE — Opay3epbl YK€ MPaKTUYECKH JIOTHAIU
HACTOJIbHBIEC aHAJOTH, OJHAKO pacmupeHue (yHKIMOHAjIa BJIEYET 3a COOOM
OOJBIIYIO CIIO)KHOCTh U MEHBIITYIO 3aIUIIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHHS, 3aKPHIBAIOIINE
KPUTHUYECKHUE YSA3BUMOCTH JIJI1 CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI /TSI 0€30MACHOCTH MOOMIBHOTO TenedoHa:

1. Huyero He sBIsAeTCS MO-HACTOSAIMIEMY OeCIUTaTHBIM. Byab ocTOpoXeH, Beah
Korjaa tede mpeaiaraloT OECIUTATHBI KOHTEHT, B HEM MOTYT OBITH CKPBITHI
KaKHe-TO TJIATHBIE YCIYTH;

2. Ilymaii, mpexne 4em oTnpaButh SMS, poto unu Buaeo. Tel TOYHO 3HACIID,

re OH’ OyJyT B KOHEYHOM UTOTe?

Heo6xo0a1uMo 00HOBISATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Ncnonp3yii aHTUBUPYCHBIE MPOTPAMMBI J1JIs1 MOOMIIBHBIX TEIE(OHOB;

s w



5. He 3arpyxaii mpujioXeHUsi OT HEU3BECTHOTO MCTOYHHMKA, BEAb OHU MOTYT
coJiepKaTh BPEJOHOCHOE MTPOrpaAMMHOE 00ECIIEUEHHE;

6. Ilocne Toro kaxk Thl BBIMJEUIb C CaliTa, IJI€ BBOAWI JINYHYIO MH(POPMALHIO,
3aiiin B HACTpOilku Opay3epa u yaaiu cookies;

7. Ilepmonuuecku npoBepsiii KaKUe MIIATHBIE YCIYyTd aKTUBUPOBAHBI HA TBOEM
HOMEPE;

8. [aBaii cBoif HOMEp MOOWJIBHOTO Teie(OoHa TOJBKO JIOASM, KOTOPBIX ThI
3HACIlb U KOMY JI0BEpSIEIIb;

9. Bluetooth momkeH OBITH BBIKIIOYEH, KOTJa Thl UM HE moJib3yeuibcs. He
3a0bIBail MHOTIAa TPOBEPATH ITO.

Online urpsi

COBpeMeHHBIC OHHaﬁH-HFpBI — 9TO KpaCO4YHBIC, 3aXBaThIBAIOIIHNC
Pa3BJICUCHHN, O6’BCI[I/IH$[IOIJ_[I/I€ COTHHM TbICAY 4YCJIOBCK II0 BCCMY MHUDY. I/IrpOKI/I
HCCIICAYIOT JIE[HHLIfI HM MHUD, O6IIIaIOTC5I Apyr € APYrom, BBIIIOJHAKOT 3aJaHUA,
CpaXaroTCsd € MOHCTpaMHU H II0JYy4YarOT OIIbIT. 3a YAOBOJIBCTBUC OHU IIJIATAT:
IMOKYIIAOT OJUCK, OIIIAYUBAIOT a0OHEMEHT UJIN HpI/IO6p€TaIOT KaKHE€-TO OIIIHH.

Bce atu cpenctBa uayT Ha nojaepKaHue U pa3BUTHE UTPHI, @ TAKXKE HA caMy
0€30MacHOCTb: COBEPIIEHCTBYIOTCS CUCTEMBI aBTOPHU3allUU, BBIMTYCKAIOTCS HOBBIE
naTuu (u@POBBIE 3aIUIATKY JJI POTrPaMM ), 3aKphIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX Wrpax CTOWT oOmacaThCsl HE CTOJBKO CBOMX COIEPHHUKOB,
CKOJIbKO KpakKM TBOETO IMapojs, Ha KOTOPOM OCHOBaHA CHUCTEMa AaBTOPH3AIUH
OOJIBIITMHCTBA HUTD.

OCHOBHBIE COBETHI IO 0€30MMaCHOCTH TBOCTO HUI'POBOI'0 aKKayHTa:

1. Ecnu nmpyroit urpok BemeT ceOsi TIIOXO WUIM CO3JaeT Tebe HEeMpPUATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

[Toxamylicst aIMUHHACTPATOPAM HIPBI HA IUIOXOE MOBEACHUE 3TOT0 UIPOKA,
YKEJIATEJIbHO MPUJIOKUTh KaKUE-TO JOKA3aTEIbCTBA B BUJIE CKPUHOB;

He yxa3spiBaii muunHyo nHGOpMaIUio B podaiisie urpsr;

YBaxal Ipyrux y4aCcTHUKOB I10 UTPE;

He ycranaBnuBait HeopuIaIbHbIE TATYA U MO/IBI;

Hcnonb3yli ciI0)KHBIE U pa3HbIC ApOJIH;

Jlaxxe BO BpeMsi UTPbl HE CTOUT OTKJIIOYATh aHTUBHpYC. [loka ThI urpaemuip,
TBOW KOMIIBIOTEP MOTYT 3apa3uUTh.

no

No ko

@OUINUHT WIN KpaKa JUYHbIX JAHHbIX

OObIYHON KpaKkell JeHer W IOKYMEHTOB CETrOJIHS YK€ HUKOTO HE yAMBUIIb,
HO C pPa3BUTHEM HHTEPHET-TEXHOJIOTUU 3JOYMBIIUICHHUKN MEPEMECTHIINCH B
WHTEPHET, U MPOAOJIKAIOT 3aHUMATHCS «THOOUMBIMY JEJIOM.



Tax mosiBUnace HOBas yrposa: MHTEPHET-MOUICHHHYECTBA WM (DUIITUHT,
rJIaBHAs 1€ KOTOPOTO COCTOUT B TOJNYYCHHHM KOH(DHIECHIIMAIBHBIX TaHHBIX
M0JIb30BaTeNIeld — JIOTMHOB U maposieid. Ha anrnuiickom si3bike phishing unraercs
kak gumunr (ot fishing — pe1OHas 0B, password — mapoib).

OcHOBHBIE COBETHI IO 0OpbOE C (PUITUHTOM:

1. Cnenu 3a cBouMM akkayHTOM. Eciu Tbl mojio3peBaellb, 4TO TBOS aHKETa
Oblla B3JOMaHa, TO HEOOXOAUMO 3a0JOKMpOBAaTh €€ U  COOOIIMTH
aJIMMHHCTPATOpaM pecypca 00 3TOM KaK MOYKHO CKOPEE;

2. Ucnonb3yil Oe3omacHbie BeO-CalThl, B TOM 4YHCJI€, HHTEPHET-Mara3uHoB U
OMCKOBBIX CHUCTEM;

3. HUcnonw3yil ciioxkHble W pa3Hble Mmapoiin. TakuMm oOpa3oM, eciau Tels
B3JIOMAIOT, TO 3JIOYMBIIJIEHHUKY TOJIYy4YaT JOCTYI TOJBKO K OZTHOMY TBOEMY
npo(duITIo B CETH, a HE KO BCEM;

4. Ecnu TeOsi B3jJOMald, TO HEOOXOAMMO TPEIYNpPEIUTh BCEX CBOUX

3HAKOMBIX, KOTOpble A00aBieHbl y TeOs B JApPY3biX, O TOM, 4YTO TeOs

B3JIOMQJIM M, BO3MOXXHO, OT TBOETO MMEHHU OyAeT pacchulaThCsl ClaM H

CCBUIKM Ha (DUIIMHTOBBIEC CAUTHI;

YcranoBu HaaexHbii napons (PIN) Ha MoOMIIbHBIN TenedoH;

OTxnroun coxpaHeHHe napoJs B Opaysepe;

7. He otkpbiBail (aiiabl U JApyrue BIOKEHUS B IHUCbMaxX JaXe €CIU OHHU
IPULUIA OT TBOUX Apy3el. Jlyuiie yTouHu y HUX, OTIIPABIIsUIN JIU OHU Tebe
9TU (HaMIIbI;

o o1

MudpoBas penyranus

[udposas pemyTanust - 3TO HEraTUBHAs WM MO3UTUBHAas WH(OpMaIus B
cetu o Tebe. Kommpomerupyromas wuHboOpMalys pa3MelleHHas B WHTEPHETE
MOJKET CepPhE3HBIM 00pPa30M OTPA3UTHCS HA TBOCH PEaTbHOU KU3HH.

«lIudposasi pemyramusi» - 3TO TBOH UMUK, KOTOPBIM (QopMuUpYyETCS U3
uH(popMaImm o Tede B UHTEPHETE.

TBoe MecTo KHUTENbCTBa, Yy4eObl, TBOE€ (HMHAHCOBOE TOJOKEHUE,
O0COOEHHOCTH XapaKTepa M paccKa3bl O OJIM3KUX — BCE 3TO HAKAIIJIUBAETCS B CETH.

MHorue mnOAPOCTKU JIETKOMBICIEHHO OTHOCATCA K MYOJIUKAIlUM JIMYHOM
nHpopManuu B MHTEepHETE, HE TTOHUMAs BO3MOXKHBIX IMOCHEACTBUN. ThI make HE
CMOXKEIITb J0TaaThes O TOM, 4To (GoTorpadus, pasMelieHHas S5 JIeT Ha3al, craja
MPUIMHOMN OTKa3a MPHUHATH TEOs Ha paboTy.

KommenTtapuu, pazmenienre TBoux ororpaduii u Apyrue AEHCTBUS MOTYT
HE HCYE3HYTh NaXE IIOCIE TOro, Kak Thl MX YyJalulb. [bl HE 3HAEHIb, KTO
COXpaHWUJl 3Ty HUH(OpMaIMIO, ToNajga JIM OHA B TOHCKOBBIE CHCTEMBI U
COXpaHWUJIaCh JIM OHA, a IJIaBHOE: YTO MOAYMAalT O TeOe OKpY)Karollee JIOH,



KOTOpbI€ HAaWAYT U YBUIAAT 3T0. HaliTu mH(OpMaALMI0O MHOTO JIET CIYCTS CMOXET
0001 — Kak U3 A0OPBIX NOOYKIEHUW, TaK U C HAMEPEHUEM NMPUUYUHUTH Bped. ITO
MOXET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI MO 3aIIUTe HU(POBOI permyTanuu:

1. Tlonymaii, mpexxze yeM 4YTo-TO NMyOJMKOBaTh U MepeaaBath y ceds B Ojore
WM B COLMAJIbHOM CETH;

2. B Hactpoiikax mpoduiis yCTaHOBM OrpaHUYEHHMs] Ha MIPOCMOTP TBOETO
npoduIIs U ero CoOAEPKUMOTO, CAeNall ero TOJIbKO «JI Ipy3eily;

3. He pasmemaii u He ykas3biBail MH(pOpMAINIO, KOTOpask MOXET KOro-inbdo
OCKOPOJIATH WIJIK OOMKATh.

ABTOpCKOE NPaBo

CoBpeMeHHBIE  NIKOJBHUKW—  aKTHBHBIE  TIOJIb30BAaTENM  LHU(PPOBOTo
npoctpacTBa. OpHAKO JaJEKO HE BCE 3HAKT, 4YTO II0Jb30BAHUE MHOTMMHU
BO3MOXKHOCTAMH  ItudpoBoro  Mmupa  TpeOyeT  coOitoieHuss TpaB  Ha
MHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH «HMHTEIJIEKTyalbHasi COOCTBEHHOCTBY» OTHOCUTCS K Pa3IMYHBIM
TBOPEHHSIM YE€JIOBEYECKOTO yMa, HauyWHAsg C HOBBIX H300pPETEHH W 3HAKOB,
0003HayaroMuUX COOCTBEHHOCTh Ha MPOIYKTHI M YCIYTH, U 3aKaHYMBas KHUTaMH,
dotorpadusimu, KHHOGUITEMAMU U MY3bIKAJIbHBIMU TPOU3BEACHUSIMHU.

ABTOpCKHE TpaBa — ATO MpaBa Ha MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTH Ha
IIPOU3BECHHS HaYKH, JTUTEPATYpPhl U UCKYCCTBA.

ABTOpCKME TIpaBa BBICTyHNAlOT B KAyeCcTBE TrapaHTUU TOrO, YTO
MHTEIJICKTYaIbHBIN/TBOPYECKUM TPyA aBTOpa HE OyJeT HampacHbIM, NACT €My
CIIpaBeJIMBBIE BOBMOXXHOCTH 3apaboTaTh Ha PE3YJIbTaTaxX CBOETO TPY/a, MOIYIUTh
W3BECTHOCTH U MPU3HAHUE.

Hukto ©6e3 paspemieHuss aBTOpa HE MOXKET BOCHPOU3BOJIUTH €TO0
MPOU3BEACHUE, pACIpPOCTPaHATh, NYOJUYHO JIEMOHCTPUPOBATh, MPOIABATH,
MMIIOPTUPOBAT, IIyCKaTh B MpOKAT, myOIUYIHO WCIIOJIHSATS,
MOKa3bIBaTh/UCTIONHSATH B d(upe win pa3meniats B MIHTepHeTE.

Hcnonp3oBanue «IMHUPATCKOTO» TMPOTPAMMHOTO  OOECIIEUEHUS MOXKET
MIPUBECTH K MHOTMM pHCKaM: OT IIOTEPHM JAaHHBIX K TBOMM aKKayHTaM J10
OJIOKUPOBKH TBOETO YCTPOWCTBA, T/I€ YCTAHOBJICHHBIM HE JIETallbHAs MPOrpaMma.
He croutr Takxke 3a0biBaTh, YTO CYIIECTBYET JIErajibHble U O€cCIJIaTHbIE
MPOrPaMMBbI, KOTOPBIE MOKHO HAWTH B CETH.



O nopraJie

CereBHUOK.p( — TBOM I'IaBHBIM COBETUYHMK B CETH. 3/1€Ch Thl MOXKEIIb y3HATh
0 0€30MaCHOCTH B CETH MOHSATHBIM U JOCTYIHBIM A3BIKOM, a IPU BO3HUKHOBEHHUU
KPUTUYECKON CHUTyalluu OOpaTUTbCS 3a COBETOM. A TakKe MPUHATh Y4acTHE B
KOHKYpCaXx U CTaTh CaMbIM IIU(GPOBBIM I'PaKTaHUHOM !
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